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The Impact of Everyday Threats 
 

• 15-40% –The number of businesses that fail following a natural or manmade 
disaster. 
 

• 35% –The number of small to medium-sized businesses that have a comprehensive 
disaster recovery plan.  

 
• 94% –Number of small business owners who believe a disaster could seriously 

disrupt their business within the next two years.  
 

• 51% –Number of Americans who have experienced at least one emergency 
situation involving lost utilities for at least 3 days, evacuation from their home or 
office, loss of communications with family members or had to provide first aid to 
others. 

 
• 1 in 4 businesses forced to close after a disaster, never reopens.  

o Half of business starts do not survive their first 5 years  
o 8 out of 10 fail within the first 3 years  
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10 things you should know about Business Continuity Management 

1. People support what they help create. This is especially true for Business Continuity 
Management. All employees should have a basic understanding of the principles of business 
continuity management, and its importance to the company. Employees should also be actively 
involved in the planning process for their own business unit. If the board is worried that BCM 
will be seen as another short term fad that won’t keep the interest of staff then make sure that all 
employees are involved in its development. 
 

2. Business Continuity Management is not the same as Disaster Recovery. BCM aims to 
proactively manage all business processes, assets, facilities, supply chains and human resources 
to ensure that the business will function at its highest capacity. This is distinct from disaster 
recovery-based planning which concentrates on ensuring that IT contingency plans and 
procedures are in place to return to business as usual as soon as possible after a crisis. Business 
continuity management does not neglect disaster recovery, but it sees it as a sub category. 

 
3. Business Continuity Management is not just about the plans. BCM will address those issues 

that place the company at risk. Since these are the issues that every company has to deal with 
every day and are linked to the strategic goals of the company then the employees will ‘get’ why 
it is important. Then work with them to identify the support functions necessary to deliver those 
goals and base your BCM around those.   

 
4. Business Continuity Management can help differentiate companies. Having a BCM program 

in place means you can illustrate to customers or clients how you may be able to recover your 
operation within just a few hours if you were say to lose your capability to operate from your 
existing location. When you are confident of this, it is then easy to ask them to consider if your 
competitors have the same capability.   

 
5. Doing Business Continuity Management can save you money across the business. The 

planning that goes into a BCM program, especially the business impact analysis, can often be a 
way of taking stock of an entire organization’s processes. This better understanding of an 
organization can lead to the improvement and streamlining of processes and potentially even cost 
reductions. 
 

6. Having good Business Continuity Management is great for your reputation even after an 
adverse event. The effective handling of any incident – particularly a large-scale one – can have 
a positive effect on a company’s market value. Successfully navigating a potentially devastating 
incident can significantly increase customer confidence in an organization. In the case of an 
industry-wide incident, a company may be judged against its competitors on how the incident is 
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managed. By successfully handling a business continuity incident when its competitors fail a 
company will stand-out in the market. 

 
7. Your IT infrastructure costs may be too high. There are rising costs associated with running 

any business, particularly as it becomes more dependent on increasingly complex and expensive 
IT infrastructures. One expense is that associated with storage area networks and the memory 
used by them. An area for potential savings is this expenditure on IT storage.  A Business 
Continuity Management program helps identify the critical storage needs of an organization. IT 
departments often over resource and the BCM program can to be invaluable, helping to focus 
and reduce IT budgets. 
 

8. Insurance may not cover all your losses. There are some things that business interruption 
insurance will most likely not cover. Things such as loss of business opportunities, loss of 
reputation, the cost of losing current business customers, the erosion of brand value and new 
products and services being delayed or cancelled. It will only provide some limited financial 
protection but will not ensure that the organization survives. 
 

9.  Lower insurance premiums. Insurance companies and brokers now realize that Business 
Continuity Management helps with risk reduction, and it is becoming increasingly common for a 
condition of insurance cover to show the existence of a business continuity plan. Even if an 
insurer does not insist on such a condition, organizations are now finding that they can often 
keep premiums down if they have a proven BCM program.    
 

10. It’s a very security conscious thing to do! The scandals that have rocked the business world 
either side of the Atlantic have further highlighted the importance of company security in 
maintaining the integrity of data and financial reports. It is always difficult to legislate for crimes 
committed from the inside, and detecting fraudulent behavior, often by employees with vast 
knowledge of the particular systems, is even more troublesome. However Business Continuity 
Management can provide protection against this threat.  
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10 Steps to Preparedness 
 

1. Assess your risk –both internally and externally. 
a. What types of emergencies have occurred in the past? 
b. What could happen as a result of your office location(s)?  
c. What types of emergencies could result from the design or construction of your facility? 
d. What could result from a process or system failure? 
e. Will you be affected if your neighbor is hit by a disaster? 

 
2. Assess your critical business functions.  

a. What functions are critical to the day-to-day operations?  
b. HR, Operations, Management, Finance, Client Service 

i. What employees are essential? 
c. How long can you withstand an interruption to those critical functions? 

i. 0-24 hrs, 24-48 hrs, 48-72 hrs 
 

3. Prepare your supply chain.  
a. Talk to your key vendors and suppliers about their recovery plans.  

i. Ask yourself has it been tested? 
b. Develop relationships with alternate vendors.  

i. Eliminate single points of failure. 
c. Educate your clients about the importance of preparedness. 
d. Insure what can’t be protected 

 
4. Create an emergency management plan. 

a. Minimizes the impact, protects and re-assures stakeholders, and prepares for recovery. 
b. Facilitates transition between normal business operations and a catastrophe response.  
c. Includes the notification and management of employees, clients, vendors, partners and the 

media. 
 

5. Back-up your data.  
a. Automated 
b. Daily back-ups 
c. Store in off-site, secure location 
d. Test plan regularly 
e. Regional footprint 

 
6. Create a crisis communication plan. 

a. Develop a process to make sure all stakeholders (internal and external) are aware of 
decisions and expectations. 

b. Ensure redundancies independent of cell or terrestrial networks as much as possible 
i. 24-hour phone tree  
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ii. Password protected web page (centralized emergency status) 
iii. E-mail alert 
iv. Call-in recording system 
v. Text/Data Alert system 

c. Manage customer and key vendor communications. 
d. Prepare a media communications plan. 

 
7. Assemble an emergency kit. 

a. Recovery plan 
b. Important records 
c. Insurance policies 
d. Fixed asset inventory 
e. Contracts 
f. Operating system install disks 
g. Licensing keys/Passwords 
h. Letterhead 
i. Office Supplies 
j. Cash 

 
8. Review your insurance coverage. 

a. Assure you are insured for all potential risks. 
b. Consider business interruption insurance and added expense insurance. 
c. Keep photos of your building, equipment lists and policy information stored in a safe and 

secure offsite location. 
d. Evaluate your asset management program. 

 
9. Plan for an alternate location. 

a. Mobile Recovery 
i. Delivered to a specific location. 

ii. Ideal for small to medium sized business.  
iii. High level of flexibility. 
iv. Cost effective solution.  

b. Hot site Recovery 
i. Permanent, regional facility. 

ii. First come, first served at time of disaster. 
c. Other Alternatives 

i. Reciprocal 
ii. Internal 

iii. Co-Location 
 

10. Test your plan.  
a. Do an annual exercise and update the plan as necessary.  
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b. There is no pass or fail. 
c. Make sure to re-educate employees when any changes to the plan are made. 
d. Testing is a process not a project.  
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Business Continuity Links 
 

• FEMA  Preparedness for Businesses:  http://www.preparemybusiness.org/planning 
 

• SBA Disaster Planning: http://www.sba.gov/content/disaster-planning 
 

• Institute for Business and Home Safety: http://disastersafety.org/ibhs-business-
protection/ofb-ez-business-continuity/ 
 

• FEMA: Ready.gov 
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